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Guidance Software Training

The best training available on critical, real-world issues.

Corporations and govemment agencies use EnCase ® software solutions to search, collect,
preserve and analyze digital information for the purposes of computer forensics and enterprise
investigations, as well as information assurance, eDiscovery collection, data loss prevention,
compliance with mandated regulations and more. Guidance Software Training courses and
programs help organizations maximize their use of EnCase products.

Guidance Software offers world-class training in enterprise investigations, such as eDiscovery and
computer security incident response; and in forensic investigations, including all aspects of law
enforcement and government examinations.

As the volume and sophistication of digital investigations continue to increase, investigators and
examiners can stay ahead of the curve and maintain departmental efficiency by taking advantage
of high-level, extensive curriculum and affordable packages.

Guidance Software has created multiple training options fo help ensure your team remains up-to-
date and certified on the most current practices in digital investigations.

EnCase Mobile Training Courses

If your organization needs EnCase training, but does not have a computer fraining laboratory or

a travel budget, this program is designed for you. Guidance Software brings all the necessary
equipment and materials to your site and our instructor conducts the course. This program is
ideal for organizations with limited travel budgets, as well as those who need to train a number of
employees at the same time, but cannot afford fo have so many of their personnel away. Students
receive the same high-quality instruction as they would at a Guidance Software training facility.

For a complete list of mobile options and detailed pricing call
Guidance Software Training at 626-229-9191 ext 566 or visit our website at:

hitp//www.guidancesoftware.com/computer-forensics-raining-mobile-onsite.him

EnCase Annual Training Passport

;
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atest techniques and allow for improved planning.

Keep your staff
Organizations must ensure that their investigative staff is properly trained to handle the continually
evolving landscape of computer investigations. Budget burdens and scheduling conflicts may limit
the amount of training your staff receives. Guidance Software’s Annual Training Passport allows
you o pay one discounted, flat rate for up to two years of unlimited training for your staff. No other
company offers fraining this extensive at such a deep discount.

up-to-date with th

Program Government Rate
One Year Annual Training Passport | $5.500 (£3,437.50} $5,000 (£3,125)
Two Year Annual Training Passport $10,000 (£6,250) $9,000 (£5,625)
One Year upgrade $3,500 (£2,187.50) $3,000 {£1,875)
Two Year upgrade $7.000 (£4,375) $6,000 (£3,750)

Details, terms and conditions of the program and upgrade options can be viewed at:
http//www.guidancesoftware.com/computer-forensics-training-annual-training-passporthim
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245 North"Marengo ‘Avenue

Suite 250

Pasadena CA91101
Washington, DC (Dulles, VA)
21000-Atlantic-Boulevard

Suite 750

Dulles, VA 201686

Chicago, 1L {Rosemont 1L)
9450 West Bryn-MawrAvenue
Siite 200

Rosemont 1L 60018
Houston, TK

1300 Post Oak Boulevard
Suite:bbo

Houston; TR 77086

London, UK (Slaugh)

Thames Central, Bth Floor
Hatfield Road, Slough, Berkshire
UIKCSLE1OE

We also-have Authorized Training
Pariners all over the:world

Fora complele listing visil:

cesoftware.com/
s-training-partners.

htto i fwwewguidar
computer-forens
htmi

About Guidance Software (NASDAQ: GUID)
Guidance Software is recognized worldwide

as the industry leader in digital investigative
solutions. ts EnCase ® platform provides the
foundation for government, corporate and law
enforcement organizations to conduct thorough,
network-enabled, and court-validated computer
investigations of any kind, such as responding

to e-discovery requests, conducting internal
investigations, responding to regulatory inquiries or
performing data and compliance auditing - all while
maintaining the integrity of the data. There are
more than 30,000 licensed users of the EnCase
technology worldwide, the EnCase © Enterprise
platform is used by more than half of the Fortune
100, and thousands attend Guidance Software’s
renowned training programs annually. Validated

by numerous courts, corporate legal departments,
government agencies and law enforcement
organizations worldwide, EnCase has been
honored with industry awards and recognition from
Law Technology News, KMWorld, Government
Security News, and Law Enforcement Technology.

€©2011 Guidance Software, Inc.  All Rights Reserved. EnCase and
Guidance Software are registered trademarks or trademarks owned
by Guidance Software in the United States and other jurisdictions and
may not be used without prior writien permission. All other marks and
brands may be claimed as the property of their respective owners.

EnCase Government Training Option Program (GTO)
Case Corporate Training Option Program (CTO)

in scheduling and course selection,

All organizations must constantly train investigative personnel to maintain the broad-based,
changing skill set required for foday's digital investigations. With increasing caseloads, personnel
changes and unpredictable schedules, meeting this obligation can prove challenging. Guidance
Software has developed solutions that address these challenges at a practical price. Purchase
five or more classes at a reduced rate, and use those training seats in the way that best suits
your needs.

Take acvantage of maximurn flexibility

Program UsSDh (per seal) GBP (per seat)
GT0 (5-seat minimum) $1.895 £1,184.38
CT0 (5-seat minimum) $2.895 £1,809.38

Visit the website below for complete and up-to-date program details:
http:www.guidancesoftware.com/computer-forensics-training-programs.him

EnCase Premium Bundles
Combine delivery options for even g

ater scheduling and traiming flexibility.

Guidance Software has bundled together classroom and electronic courses for two of our most
popular courses, giving organizations and forensics professionals more opportunities to develop
the highest level of skills.

Purchase either the EnCase Computer Forensics | or EnCase Computer Forensics 1l Premium
course and students receive a classroom-delivered course at a Guidance Software-owned facility
plus the corresponding OnDemand course as a refresher. One price — both options.

Price Government Rate

Premium 4-day Course

and OnDemand $3,495(£2,184.38)

$2,595 (£1,621.88)

Just attended either Guidance Software's EnCase Computer Forensics | or EnCase Computer
Forensics Il course and want to take advantage of the corresponding Premium course? With this
offer, students may purchase this bundle within 14 days of the last day of class and take this
online class for up fo six months from the date of purchase.

Price Government Rate

Premium 4-day Course

OnDemand Upgrade 5500 (£312.50)

$500 {£312.50)

EnCase Certifed Computer Examiner (EnCE ") Certifcation Bootcamp

The EnCE certification has become the gold standard for digital examiners. With this program,
students can prepare for certification while learning how to maximize their use of EnCase
software and solutions. The bundle provides all required fraining and test preparation for EnCE
certification. Students participating in this bootcamp take advantage of three courses: the
EnCase OnDemand Computer Forensics |, EnCase OnDemand Computer Forensics I, and the
EnCase EnCE Prep course, which is taken in the classroom. On the final afternoon of the EnCE
Prep course, the EnCE written examination will be administered fo the students in a monitored,
fimed environment.

Price Government Rate

EnCE® Certiication Bootcamp $4,995 (£3,121.88) $3,995 (£2,496.88)

Fees and restrictions are subject to change. For the most up-to-date information on any of our
courses or programs, contact Guidance Software Training at fraining@guidancesoftware.com or
626-229-9191 ext. 566.
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Lesson 1

Overview of the eDiscovery
Process and EnCase® Legal Hold

EnCASE® eDISOVERY SOLUTION

Congratulations on receiving EnCase® Legal Hold to assist you with your in-house litigation
needs. With EnCase Legal Hold as part of EnCase® eDiscovery and your preferred attorney
review tool, your company has the power to perform litigation holds, eDiscovery collection,
production, and review in an efficient, accurate, and inexpensive way, all in-house and within one
integrated system.

o

Case Planning Litigation Automated Forensically Sound Secondary Cuiling Load File Attorney
& Identification Hold Collection Over Preservation & De-Duplication Creation Review
the Network otES] to Further Reduce
8 Web-based ESi Volume
® Data'Source & Email notification ® Laptops = NoBusiness » XML Load File » Privilege
Mapping  Track » Deskiops Disruption » Data Forking = Summation % Relevance
= Design & acknowledgements = Servers = Data Locked = Privilege = Concordance » Confidentiality
Implement « Cistomizable « File Shares in Evidence » Trade Secret » Coding
Legal Holds questions & Email Containers = Confidentiality ® Redaction
* Refine & Tost wintegration with » Judicially = Batesnumbering
Search Criteria eDiscovery Accepted » Production

Figure 1-1 EnCase eDiscovery maps to the EDRM

Overview of the EnCase Legal Hold

EnCase Legal Hold is a web application that works in conjunction with EnCase® Command
Center (ECC) and is uniquely integrated with EnCase eDiscovery. In order to satisfy preservation
obligations, you can perform a variety of tasks relating to the placement of legal restrictions on
documents and other electronic evidence from its web interface. EnCase Legal Hold automates
and manages the litigation hold process. It has the ability to manage cases and custodians in a
consistent, reliable, and repeatable fashion, including.

+ FEase of use and ability to access the application from anywhere

« Automate your legal hold process and satisfy preservation obligations through custodian
email notification

o Identify and notify custodians of the need to preserve important data when litigation is
pending or anticipated

+ Receive acknowledgements from the custodians confirming that they recognize a legal
hold is in place

Copyright © 2011 Guidance Software, Inc. May not be copied or reproduced without the written permission of Guidance Software, Inc.
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2 Overview of the eDiscovery Process and EnCase® Legal Hold

« Interview custodians about their relevant data through a questionnaire
» Receive custodial responses to the questionnaire

« Enforce your legal holds through the tight integration of EnCase® eDiscovery, using a
process that is planned, systemized, and scalable; and by preserving relevant data in a
forensically sound manner without employee assistance

+ Generate an executive summary and detailed reports of the legal hold process, status, and
custodian responses

THE LEGAL HOLD PROCESS
The legal hold process includes the following:

« Creation of an email notification with specific questions and a legal notice
o Distribution of that email to a list of custodians
» Tracking responses and changes to the custodian list

« Preservation of potentially relevant custodial documents (through EnCase eDiscovery
collection)

+ Releasing the custodians from the hold when appropriate to the case

+ Reporting on the status of the legal hold and custodian responsiveness

When relevant information to a case is placed in a legal hold, it is important to prove a complete
chain-of-custody from the moment the duty to preserve documents occurs through the final
phases of eDiscovery. EnCase Legal Hold helps corporate legal departments work through this
process.

Technical

- Case
- Sustodian
- Notification

Figure 1-2 EnCase eDiscovery with Legal Hold

Copyright © 2011 Guidance Software, Inc. May not be copied or reproduced without the written permission of Guidance Software, Inc.
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Overview of the eDiscovery Process and EnCase® Legal Hold 3

The eDiscovery capability of ECC can then be employed for Electronic Stored Information (ESI)
collection, preservation, and processing. The revolutionary technology of ECC changes the
traditional eDiscovery process into a much faster, more efficient, and inexpensive operation.

Traditional eDiscovery

Figure 1-3 eDiscovery process — traditional approach versus EnCase eDiscovery

Traditional methods in the eDiscovery process meant acquiring enormous amounts of data from
targeted computers and extracting potentially relevant items from this large pool of data. This
slightly smaller collection is then processed for and ultimately reviewed by the legal team before
being produced. Each phase of this process involves unnecessary direct and indirect spending.
This cost can be greatly reduced by using the ECC solution.

The ECC eDiscovery process allows the examiner to search, acquire, and process only the
potentially relevant data. This smaller pool of data is then processed and presented for legal
review.

Typically cost savings may come from:
o Collecting only relevant items as opposed to imaging all data

« Using keywords, Boolean searching, file extensions, descriptions, and other filtering
information to further reduce the collection

+ Reduced storage needed for the reduced amount of data
« Less data is produced through the review platform
+ Reduced man hours for collection and review

o Less down-time for acquiring data resulting in increased productivity

Copyright © 2011 Guidance Software, Inc. May not be copied or reproduced without the written permission of Guidance Software, Inc.
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4 Overview of the eDiscovery Process and EnCase® Legal Hold

END-USER TRAINING IN EnCASE LEGAL HOLD

EnCase Legal Hold enables you to perform the necessary steps to complete the legal hold
process. In this course you will receive training on how and why to perform each of these tasks:

+ Creating a case

+ Adding custodians

o Creating a hold

o Creating questions

« Sending hold notifications to selected custodians

« Sending recurring hold notifications and response reminders

« Constructing release notifications to custodians within the hold

« Sending release notifications

EnCase Legal Hold also provides you with a variety of tools that include the ability to generate
the following reports, which we will be covering in detail:

o Current View

o Hold Summary

o Custodian Answers

+ Response Summary Report
o Custodian Hold History

o Custodian Job History

This is an end-user training course. For configuration and administrative functions for
EnCase Legal Hold, please see the EnCase® Legal Hold User Guide and/or the
EnCase® eDiscovery Training course student manual, including:

o Installing Legal Hold (for administrators; see Installation and Configuration section of
the EnCase Legal Hold User Guide)

« Configuring SMTP email settings (for administrators; see Installation and Configuration
on section of the EnCase Legal Hold User Guide)

¢ SQL Database set up and administration and reserving a case (see EnCase® Command
Center User’s Guide)

Copyright © 2011 Guidance Software, Inc. May not be copied or reproduced without the written permission of Guidance Software, Inc.
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Overview of the eDiscovery Process and EnCase® Legal Hold 5

Notes
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6 Overview of the eDiscovery Process and EnCase® Legal Hold

Notes
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Lesson 2

Orientation to EnCase® Legal Hold

OPENING EnCASE LEGAL HOLD

For best performance Guidance Software recommends opening EnCase Legal Hold (Legal Hold)
in Mozilla Firefox® 3 or Microsoft® Internet Explorer 7.

In most cases you will not need to enter any credentials to log into Legal Hold. Legal Hold
automatically detects your credentials from your workstation and uses them to log onto the Legal
Hold server.

Some browsers, however, may have security settings that require you to log in explicitly. If this is
the case, your browser prompts you with a login dialog. If such a dialog appears, enter your
corporate (domain) username and password to access Legal Hold.

The address of your web server can vary, depending on whether or not your system administrator
has enabled secure sockets layer (SSL) security. SSL is the security layer that major ecommerce
sites use to protect sensitive information such as credit card numbers.

¥t
S

If you are told your Legal Hold server address starts with https, be sure to enter the letter
when you go to the site. Do not replace the string “https” with “http.” Doing so instructs your web
browser to ignore SSL security and prevents you from being able to access Legal Hold.

Always enter the server address exactly as provided to you by your system administrator.

Accessing Legal Hold
To access Legal Hold:

1. Open your web browser
2. Navigate to the Legal Hold address provided by your system administrator

NOTE: Because security is so important, you must have been granted logon privileges
by your system administrator before you are allowed to access the system.

3. The Legal Hold home page displays

Created Comfnants
Thi, Mar 05, 2009 10:10:36 &M
Thu, tar 05, 2009 1110:36 &M
This, Mar 05, 2009 o ) ) ) ) )
SEC v. MegaCorp Thu, Mee b5, oG - ... .
Tong v Miller Corporation Thu, Mar 0S5, 2009 11:08:22 aM BASUESESF LAEET45AF47COMERABDBERT
Thu, Mar 09, 2009 11:08:31 &M 1794F941900083420200504 16BETES9E
Thu, Mar 05, 2009 OBFFSDADGRIG0247R30ADC2EFT1SFOES

Figure 2-1 EnCase Legal Hold interface

Copyright © 2011 Guidance Software, Inc. May not be copied or reproduced without the written permission of Guidance Software, Inc.
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8 Orientation to EnCase® Legal Hold

VIEWING YOUR INFORMATION

Legal Hold contains information about a variety of items such as custodians, questions, holds,
and releases. These items can be grouped together within a case. With the exception of
custodians, they can also be grouped together into larger, global libraries.

When you are working within a case, you are only seeing the holds, questions, and releases that
reside in that specific case. These are active holds, questions, custodians, and releases, which are
intended to be sent out and tracked.

Because it can be time consuming to create the same hold or question text repeatedly for a
number of cases, Legal Hold provides libraries for your frequently used holds and questions. The
holds and questions in libraries are inactive; they cannot be sent out to custodians on their own.
They are meant to be used as templates for new cases. Holds that you create in cases do not
automatically appear in the Hold Library. Hold Library holds are always created specifically for
the library.

When you pull a hold or question from a library into a case, a copy is made in the case. Any
changes you make to the hold or question does not affect the hold or question in the library. If
you create a hold directly in a case, it does not have a corresponding template in the library.

Because a custodian refers to an actual human being, there are no custodian templates. Custodians
exist in the global database as well as case databases regardless of how they are created. If you
create a new custodian from within a case, that custodian is automatically stored in the global
database.

A custodian’s contact information can be modified specifically for each case. If you modify
contact information within a case, that information will not change the custodian’s contact
information in the global database.

NAVIGATION
There are three toolbars at the top of EnCase Legal Hold:

¢ Breadcrumb bar
e Tab bar
« Button bar

egal Hold ¢ tome: coses Y. Megatorp: Holds

.

chiedule Besoonee Test Hold Emaill - 44 Previe

- e tmed | Reare
A Notification for SECv. MegaC...
J2 S ptification for SEC v. MegaC...

43 % notification for SEC v. MegaC
e e -

Gontent Area

Figure 2-2 EnCase Legal Hold navigation

Copyright © 2011 Guidance Software, Inc. May not be copied or reproduced without the written permission of Guidance Software, Inc.
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Orientation to EnCase® Legal Hold 9

Breadcrumb Bar

The top toolbar, the breadcrumb bar, tells you where you are and what you are currently
working on.

Figure 2-3 Breadcrumb bar

Underlined links in the breadcrumb bar show the hierarchical structure. For example in
Figure 2-3, you are looking at the Holds tab in the SEC v. MegaCorp case. Clicking on a link
moves you back to that page or activity.

Clicking the up i# icon moves you up one level in the breadcrumb hierarchy.

Rollover tooltips show where you would go if you clicked the link.

Tab Bar

The tab toolbar shows tabs that indicate what you can look at based on your current location in
the breadcrumb bar. If you are working in the home screen as an end-user, the tabs are:

e Cases
¢ Custodians
e Question Library

+ Hold Library

The tabs you see are based on your specific permissions and are configured by your system
administrator.

When you pick a tab, the buttons below the tab bar change. The buttons always provide you with
appropriate actions for the button you have selected.

Button Bar

The button toolbar shows buttons that enable you to perform actions on the object you are
currently viewing.

There are several types of buttons. Unless otherwise noted, a button will act upon whatever
row(s) are currently selected and marked with a blue check. See the Selecting Rows section later
in this lesson.

Figure 2-4 Button bar
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10 Orientation to EnCase® Legal Hold

There are four types of buttons in Legal Hold:

« Standalone buttons do not require any item to be selected. Examples are New and
Refresh.

o New opens a dialog that enables you to create a new item
o Refresh refreshes the current screen
» Single buttons act on a single selected item. Edit is an example.
o Edit opens up a dialog that enables you to modify the currently selected item.

« Multiple types of buttons act on one or more selected items. Generate Report is an
example.

o  When this button is clicked, a report is generated showing information about all those
items

+ Folder buttons act on whatever folder is selected in the left pane of the content area. You
can select only one folder in the tree. As opposed to rows, you only need to highlighta
folder to select it. An example is New Folder.

o Clicking the New Folder button enables you to create a new folder in the folder you
have selected

Content Area

Underneath the button bar is the content area. The tree appears on the left and the table shows
content on the right.

Folders in the tree show a hierarchical nesting of your cases, holds, custodians, and so forth.
The content in the table can be manipulated in several ways:

¢ Columns can be resized by dragging their right-hand edge in the column header

+ Double-clicking on a column header sorts the table by that column

o The default sorting strategy is ascending (A to Z) for alphabetic entries, and
ascending numerically for dates and numbers

o Double-clicking the column header again reverses the sort order

Double-clicking on a row in the table always causes that item to open. This either opens a new
dialog or changes the breadcrumbs. For example double-clicking on a configuration row opens
up the setup configuration dialog, while double-clicking on a case changes the breadcrumb bar to
show that you are currently in the case.
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Orientation to EnCase® Legal Hold 11

Selecting Rows

A row is selected in Legal Hold by clicking the checkbox by the row, causing a blue check to
appear.

Highlighting a row does not select it. If you merely highlight the row without selecting the
checkbox, the button actions you select in the toolbar do not act upon that row.

For the purpose of our training, the term “selecting” means clicking on the checkbox and causing
a blue check to appear.

Filtering Your Information

Every content pane in Legal Hold provides you with a filtering option to pare down a long list
into one that is more manageable. The filter hides rows in the table area of your window so that
fewer items are visible.

On the top right side of the table pane are two buttons: Filter and Clear.

We will discuss filtering in more detail after we have some cases and custodians to filter.

>D¥F4W314%%2%3&@%%; Tier 1 custodians
/@3241EMFEAM7&5010&?%9333713 iT%&r ¥ custodians
§ ;21568&:5?&%83&4CA?’E%::%BQ?CF?D‘M}Ek E T%ezf 3 custodians

Figure 2-5 Filtering lists
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Lesson 3

Cases and Custodians

RESERVE A CASE

The first step in creating a legal hold is to create a case.

To create a case in EnCase® Legal Hold (Legal Hold), a case must first be reserved in the
EnCase® Command Center (ECC) installed on your network. Legal Hold and ECC use the same
database for tracking custodians and evidence, providing a seamless integration and eDiscovery
workflow.

Therefore before you can start your legal hold, you need to have a database to track your case and
custodians. A reserved case is an ECC-standard case database that has been created in SQL and
initialized through the ECC but contains no data. An IT or database expert sets up this case in
ECC to ensure that your organization’s data policies and standards are maintained.

Multiple cases can be reserved at a time. Many organizations have a number of reserved cases
prepared in ECC, so as a Legal Hold end-user, you can create a Legal Hold case at any time
without prior coordination or waiting for an ECC administrator. As long as reserved cases are
available in ECC, you can create cases in Legal Hold.

NOTE: Only an ECC administrator should create a reserved case for use in Legal Hold. For
details please refer to the EnCase Command Center User’s Guide or the EnCase
eDiscovery Training course student manual.

ADDING A NEW CASE

After you know a reserved case is available in ECC, you can create a new case. To create a new
case:

1. From the Legal Hold home page, click the Cases tab

:

Created i Lominents GUID
Thu, Mar 05, 2009 10:10:36 AM
Thu, Mar 05, 2009 10110;36 AM
Tho Mar0S, 200910006 AM |

§ SEC v, MegaCorp Thu Mar 05, 2009 Lm0 A BEou e e

3 Torg v. Miller Corporation Thu, Mar 05, 2009 11:08:22 &AM GASCOSESF LAESG45AF47C04EOABDERED

Bagil v, Skillet Th, Mar 05, 2000 11,0231 AM 17@AFOA1QCH0E34292D5AR4168E7BI0E

Thu, Mar 05, 2009 11:08:43 AM OBFFSD40EBIG0247B38A0C2EFI15FAES

i Closed

4 Johngon, Inc. v, Watlkdins

Figure 3-1 Click on the Cases tab
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16 Cases and Custodians

2. Click the New button

s The Case dialog appears

Comments

Figure 3-2 Case dialog box

3. Enter the name of the case, any comments you may have, and click OK

s The new case is created and stored within the currently selected folder

NOTE: As areminder before you can create a new case in Legal Hold, a reserved case must be
available in EnCase Command Center. If an error appears that a reserved case is not
available, contact your EnCase Command Center administrator to create a reserved
case.

OPENING A CASE

To open a case:

1. From the Legal Hold home page, click the Cases tab

piter s 4 clear
Comments

Thuy, Mar 05, 2009 10;10:36 Al
Thu, Mar 05, 2009 10:10:36 AM

Thu, Mar 05, 2009 10:10; - ;

SEC v, Megacorp Thu M s s Uesnay e
§ Tang v. Miller Corporation Thu, Mar C5, 2008 11:08:22 &M BASCESESF] EESASAFATCOMEEABDEERS
Basil v, Skillet Thad, Mar 05, 2009 11:08:31 &M 1795F0A 1908429205484 16BE7RE0E
Johnson, Ire, v, Watking Thu, Mar 05, 2009 11:08:43 4M OBFFE04DEBI6024 7B30A0C26FI 15FIES

Figure 3-3 Open a case

2. Double-click on a case name to open it
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Cases and Custodians 17

PRESERVING LOGGED INFORMATION

When the formal process of a hold ends, the logged information from that hold still needs to be
preserved and reported upon. For example a hold notification sent to a large group in the
company has ended, but the executives of the company are still subject to a separate hold in the
same case. In order to show good faith and good processes, the legal team may wish to give the
judge a summary of what happened and which custodians were affected by the first notification.

In order to insure accurate tracking throughout the Legal Hold and ECC databases, every
custodian and hold is assigned a GUID (a globally unique identifier).

In addition actions within the EnCase® eDiscovery legal hold process pertaining to custodians are
tracked and viewed with a variety of reporting options. For a complete list of items audited and
logged in reports, see Auditing and Logging of Information in Lesson 7, Reporting from EnCase”
Legal Hold.

CUSTODIANS

After you create a case, it is the best practice to identify the custodians that are to be associated
with the case. Custodians are the keepers of any records that may be relevant to a case or legal
proceeding.

To identify your custodians for a case, you can either select custodians from the list of existing
custodians or create a new custodian. The case you are working on contains only the relevant
subset of all the custodians available:

o The list of all available custodians is called the Global Custodians List

« The custodians associated with your case are called the case custodians; they can be
found within the case itself

After you have added the appropriate custodians to your case, you can select the ones that you
wish to notify in your hold. We will cover this in Lesson 5, Hold Notifications.

Before we add custodians to your case, we are going to review the Custodians tab and discuss
how to review the global custodian list and add new custodians.
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Cases and Custodians

Finding a Custodian within the Global Custodian List
To find a custodian within the global custodians list populated by the ECC database:

1. From the Legal Hold home page, click the Custodians tab

FiEler s Y e

o Display Name: Merifisble - Biestbame - dojtial Lagtigime o Primarv Erdiladiesa s Craatad Lotked i GUID - g
Kert Jongs. Kot e kendones@isnalbold loeal - Mon, Ma 00 2000 1157 58 Al . EAF%*TSM?’QQDMEW?FEAF}ESSC@
C;Eoffsklllet Geﬁff Shillgt geoff, o pral | Mon, Mar 09, 2009 11:58:13 & * QZGDﬁﬁBEA187084489660C80CC;D96E
HRLary Wiallar Larry Waller farry.waller@egaholddocal | Mon, Mar 09, 2009 11:58:25 AM +  DRAP4DODOCISOB4BRDYESCERFERIET
G Joff Mchiutt Jeff kit Efacruttdegalholdlocal | Man, Mar 08, 2009 11:98:30 AM * | S0R47A3R0BCAETAERREZ1DAEACADFS
Sharon Watkine Sharon Wathing sharonwatkine@legatold. lod Man, Mar 09, 2009 11:98:53 &M * IO2697TFOANTICATUFEF7ASDABGADS
r Phosbe Lorraing Phogbe Leraing phoebe. lorraine@isgalold o Tue, Mar 10, 2008 3:41:27 PM EES10BSEABIBIO4BISRIF T 18CB50A%
Ray Sone Rayemond Store rayraond.stone@ilegathold o Tue, Mar 10, 2000 3:41:42 P4 APFIS1A0RNNAMEIFIEAZOCZRCTAD,
@ Satn Marons Sam Marane sarmmarmne@egalholkl ocal ) Tue, Mar 10, 2009 314150 PM 714F 156096 LA6 14CBREEEH24EF0S 108
% Edmond Bixby Erdmond Bithy edmond bikby@legathold. ocs. Tus, Mar 10, 2008 2192:42 PM 2E0S0BEDG 1EESI445EADIR 1653947

Figure 3-4 The Global Custodian List

2. Double-click on a custodian to open up that custodian

Importing Custodians from Active Directory

Windows® Active Directory (AD) is a Microsoft® technology used by system administrators to
store information about users, assign security policies, and deploy software. Legal Hold accesses
this repository of user information to streamline the gathering of custodian information.

To import custodians from Active Directory:

1. From the Legal Hold home page, click the Custodians tab

Filter 4 o

.

ddorz: Tue, Mar 10, 2000 3142:42 P

i Display Name verifable o Bt Marie Initiale o Lastiame L oRrimary EmailAddress o o Grestedi Logked =0 B i ﬁ
it B Ken Jonee Ken Tores kenoresdpndlwidocal . Mos, Mar 00 S0no (100 n e * EARRAC/ODDMESRAE REREISESC
@ Geolf Skillet Ganff Skillet geoff.skillet@legalhoid.otal | Mon, Mar 09, 2000 115813 &M ¢ AZDEECEAIBTISM4BEDADCENCOINEE
% Larry Wallar Larry Wialler farry.waller@legahold local | Mon, Mar 08, 2006 115825 AM v | D2AP4DODDCOBNEIBRDBERDERFCR T,

Ieff Mchutt Jeff P Efmorutt@legahold local | Mon, Mar 08, 2000 11:56:39 AM v GOB4VARBORCAET4ESE21D4E4CHDRD.

Sharen Watking Sharon Watling sharor.waldne@legatold. oo Mon, Mar 09, 2000 11:58:53 &M . B0ZBGYIFOALT2CAIFERFASDABEARY

Phoshe Lorraing Phoebe Lofraing phoebe. lorraine@egalhod. o) Tue, Mar 10, 2000 3:41:27 P EESTUBSSARIEE04E0584F7 1BCRSDAT

' Ui Ray Stone Raymond Shore raymond.store@legalold loo Tue, Mar 10, 2008 314142 PM AFFIAG100E20044ESFDEAZBCE2C5AZ,

5 Sarn Marong Sam Marong sammartre@egatold sl Tue, Mar 10, 2000 3:41:53 PM 714F 188096 146 14 BRAG6E24EF0S 108

15 g Edrond iy Edmond Bidksy edmordb SEIGOBEDS {EES 440 AN 1653047

Figure 3-5 Custodian tab
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Cases and Custodians 19

2. Click Import from AD
¢ The Active Directory tab displays

Active Directory LW

Befesh  Heert DR K caneel
User Name Fietbame . Dotk Losthiame  Peimory Eenall Addroce . Dooorbient.

1 Eyusers .

(J2 @Groups

Figure 3-6 Active Directory tab

3. To add a new custodian, expand either the Users or the Groups folder.
o Opening the Users folder shows all the users currently known to Active Directory

¢ Opening the Groups folder shows all the groups that have been created in
ActiveDirectory

4. Check the users or groups you want to add as custodians and click OK

+ The individual names or members of the groups you selected are added to the global
custodians list

NOTE: If anew AD user is added to a group that has already been imported into Legal Hold,
that user does not automatically appear in Legal Hold. All new group members need to
be imported individually.
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20 Cases and Custodians

Finding a Custodian within a Case
To find a custodian within a case:

1. Open a case
s From the Legal Hold home page, click the Cases tab
¢ Double-click on the desired case name

o The breadcrumbs change to show that you are now in the selected case

Sehedule Reriinder
Lodked | Vahdate Custodians

Srheduls Resbrde
ame. | Beheduls RevyinderRusponse Reminder
tore o
Hore Mone

- Rephi To Addrgse
. wgal@{ega!mfdtmﬁ

focat

e .
Tier i custadians | 304FD1EABIOIT4499510GBTIENT éf
Tier 2 6B0D241E0SF3AS47AS01DATFEUETB
Tier 3 EZ1560CCSFEERA4CATOCOBBDTCF7E

1 novification for SECv, MegaC.., .

Hntification for SEC v. MegaC..,
jon for SEC v. MegaC...

Hone Hang ocal

Figure 3-7 Finding a custodian

2. Open the Case Custodians tab

s The list of custodians in the case displays

Creating a New Custodian

There are two parts to creating a new custodian: creating the custodian and adding email
addresses for that custodian. It is highly recommended that you use this option only if

absolutely necessary. The global custodian list populated by the ECC database is extracted from
the Active Directory in your organization.

To create a new custodian:

1. From the Legal Hold home page, click the Custodians tab

22 portFronial ier 0 Clear )f
S Custatians ... .. . = . - _ . _ - ____ -
e % Ker Jongs Ken e Kenresmbegalbolddocal | Mon, Mer 00, 0000 Ls7nn et e EAMB?SACW&EQ@;F?FEAPW&EF%
2 4 Geoff Skillet o Bhillet geoff.skillstitlegatold. bcal | Mon, Mar 08, 2009 1156013 apt 420063584 1870844BIDE0CB0CO0OEE,
Larry Waller Larry aller larry wallerplegalholdlocsl  Mon, Mar 08, 2008 11:58:25 AM DRAFADOLDCOENB4BROBEA0EBFERTIRC

Joff Mehiutt Jeff BCNUtE jeffmenutt@legaihold local | Mon, Mer 09, 2009 11:58:30 &M QUB4TAIBIRCAET4EBIA2 1D9E4C4DFD)

Sharon Watkine Sharon wiatking sharon.watkine@legalhold.loc. Mon, Mar 03, 2000 11:58:53 4M ARESTIFOANT2CASSFEFTAEDABEA.

Phoebe Lorraine Phoebe Lorraire phosbe. orraine@legatold ol Tus, Mar 10, 2009 341:27 PM EERIIBSSABORI4B0GRAFT 1RCEE0AT

Ray Sions Rayreond Stre rayrond.stone@legaloldJor. Tue, Mar 10, 2009 214142 PM ATF349190220044E9FIEAZBL22CTA2,

Sarn Marone Sam Marong sarn marone@legatold local | Tue, Mar 10, 2009 241,50 PM F14F 1880061 AL14CERGEA0Z4ERIG 1L

Edmond Bidy Emond By edmond bidy@legaholiocs Tus, Mar 10, 2009 3:42,42 P 260B0BEDGIESS3440E4 2002165394 7

Figure 3-8 Custodians in the global list
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2. Click the New button
s The Custodian dialog displays

Digplay Name

First Name

Middle Initials

Wiaring: Case custodings iy oot be modied once ey bave
been created, Plegse make sure to carefully review all
information entered prior t submission,

Figure 3-9 New Custodian dialog box
3. Fill in the fields
s The display name is required

4. Click OK

The custodian is saved as part of the global custodians list and is available for use in any case.
However the SID of the custodian will not be able to be verified in later versions of Legal Hold.
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22 Cases and Custodians

Adding an Email Address for a Custodian

To add an email address for a custodian:

1. Find the custodian within the global custodian list

2. From the Legal Hold home page, click the Custodians tab

Tport Fram A R 40 Clear

Pisplag bame ot eefiable - Birst are . aniiale Laghtigme 0 Felmary Erdal Addesgs 0 Cleatad Locked v s o 2

. Ken lones : b . dories kenones@isashoddiocal . Blon Mo B8, 2008 1157 50 0 e EAM&?&ACMMEQ%F?PEAF&SECE‘
@ Geoff Skillet Geoff Skillet geoff.skillet@legaloid local | Mor, Mar 02, 2009 11:56:13 &M + | 4Z0D6EEEA1870844B0060CH0CDDAGE
& Larry Waller Larry winller larrgveatier@legainold.local | Mon, Mar 09, 2000 1158125 &M » | D2AF4DODDCER0E4BBODEINERFEBIET
4‘ (4l Joff Mot Jeff At Jefmcrutt@legalioldloral | Mory, Mar 09, 2000 11:58:39 AM «  OORATASBOBCAETHES2621D4EACADFD
5 9 Sharon Walking Shiaror Shatiire sharon.watkire@legalhold oo Mon, Mar 02, 2000 1158152 AM + U267 FEA072CAT0FER T ASDAREASA!
% 48 Phosbe Lorraing Phosbe Lorraing phoebe, lorraire@isgalnold. lo; Tue, Mar 10, 2009 3:41(27 PM EER1OBSSAROBIDE0SB4F 7 1BCES0AY
7 %Ray Stone Rayrond Stone rayroond stone@legahold.loc Tue, Mar 10, 2000 2:41:42 P AFEIAG190220044EUDEARBCICEA,
B4l Sam Marons Sam Parcre sarn,marone@legalnoid.local | Tue, Mar 10, 2009 314153 PM 14F 180095146 14CEBGOOER4EFISI0E
= :%Edmnnd Bidy Edrond Bistyy edmerd bixby@legalholddocs. Tue, Mar 10, 2009 260BIBEDS 1EGS3440R4 20321653047

- |

S

Figure 3-10 Double-click to view the email address(s)

3. Double-click on the custodian’s name

s A list of email addresses associated with that custodian displays

Refesh ﬁRepﬁrt 4
1:Errial dildretses

dif: 2 Delate
. Pdlalies i b
U G jarry. waller@legahold local Mo, Mar DD 2000 12 08 08 P

Figure 3-11 Email Address(s) of custodian

4. Click New
s The Custodian Email Address dialog displays

Emall address

Figure 3-12 Add email address(s) of custodian
5. Enter the email address for the custodian and click OK

6. Repeat for as many email addresses as you wish to enter

NOTE: Email addresses added to the global custodians list are not automatically copied
to existing cases.
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Changing a Custodian’s Information

Modifying an Existing Custodian
To modify an existing custodian:

1. Find the custodian within the global custodians list

2. From the Legal Hold home page, click the Custodians tab

ImportErom ah;

Filtsi ) Clea

o e

Mo, Mer 19, 2008 1157 50 am EAHE?SD»C?@DDME%#F?FEAF;B&&C%
genff.skillet@legalhoid loca) | Mo, Mar 09, 5000 11:58:13 aM + | 420DERBEA1B7IB44BDEDCHICODOGE

Piplagbiamali Yo iehle | Festhaie inigle s Lesthoe . primary Bl addiees. o s
Ken Jones Ken
Geoff Skiflet Geoff

= Larry Waller Larry F larry walleor@lgaihold Jocal | Mon, Mar 09, 2009 1 D2AF4DODCCSE0E4BRUSES0EBFER28T
4 iy eff acurt Jeff it efmcrut@legalokilocal | Mon, Mar 03, 2008 11:58:39 4M « ONBATAISIBCAETMERRE2IDAEACADFD)
5 9 Sharon Watking Sharon s

sharon.watkine@lenaihold. oo Mon, Mar 0%, 2008 1 BURGSTHFOA0T2CABOFGRTASDARGARY.

% 48 Phosbe Lorraing Phosbe Lewraing

phosbe. rraire@egainold. o) Tue, Mar 10, 2009 3412

%Ray Stone Rayrond Stone raymond.store@legaholdon Tue, Mar 10, 2009 2:41:42 PM
Y Sarn Marore Sarm Merore sarnrmarone@legalolid bcal | Tue, Mar 10, 2009 3

Edmand Bidsy Ecbmond By e d.focs

EEE1OESEAROE304B9584F 7 18085069

ATEI4G100220044EGFDEAZEC22CEAZ,
714F 188896146 14CORCOBEMEFIS 108
260BOBEDAIESSR440EA20E216: 7

Tug, Mar 10, 2009 3:42:42 P

Figure 3-13 List of available custodians

3. Highlight the custodian you wish to modify
4. Click the Edit button

s The Custodian dialog appears, showing the current information for the selected
custodian

Display Wame

die Initials

Last lame

Figure 3-14 Editing a custodian
5. Modify the fields as appropriate

6. Click OK

o The changes will be saved for that custodian
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Modifying an Email Address for a Custodian
To modify an email address for a custodian:

1. Find the custodian within the global custodians list

2. From the Legal Hold home page, click the Custodians tab

ftesti s Rencit i Fiter ¥ Clear
e Cisizhs i pispleMame o Rerfisble  Elstuame o dnitiale o Laselanie b By Eniall adidress L Croaed Licked G G g
B Ken Jones : ko . doree en pneetbaaboll ocal . Mon, Mar 00, 2000 11557, . EAF%S?SAC?QDDHE?S‘!F?FE&FlBEEKf;

G Gaoff Skilet Genff Shillet geoff, wid local | Mon, Mar 09, 2009 1158113 &AM v ARDGEREA1E70844B00E0CI0CDDRGE
g Larry Waller Larry Waller farry. waller@legalhold.local | Won, Mar 09, 2008 11:56:25 &M * | DR2AR4DODDCSEIR4BBUSEINGRFOBIB0
4, Jeff Mot Jeff FACHULE jEfmouti@iegalhold local | Mon, Mar 09, 2000 11:58:39 AM * | GOBATASHORCAETES2G21D4E4C4DFY
“iﬁ Sharon Watking Sharon Wiatking sharon.watkins@legalhold. lot Moy, Mar 08, 2008 11:58:53 &M » | SERETIFRALT SCAOFERTASDABGATA.
3 Phosbe Larraine Phoebe Lorraing phoebe.lorrained@legatholid.lo: Tue, Mar 10, 2008 214127 PM EEQ10REGARRIO4BEGRAF T 1BCAIDAN
i ray Stone Raymand Stng rayrmond.stone@legalnold. oo Tue, Mar 10, 2000 214142 FM ATFABIRRINOMAEIFNEARAC220C A2
4 Sam Marone Sam Marone sarn.marcne@legalnoldlocal | Tus, Mar 10, 2000 214150 PM 714F188896 1401 4CHRERGRAGEFS 108
4 Edmarud Biby Edmond By edmond bixby@legshold Joce Tue, Mar 10, 2000 314242 PM ZE0B0REDAIEAS3440EA2032 1053047

T
.

Figure 3-15 List of available custodians

3. Double-click on the custodian’s name

s A list of email addresses associated with that custodian displays

<4 Ernall Addresses S : iEmall addrede : S Lt Undated
1 23 ey waller@legathold focal P Ma 000 D000 18 0 0 P

Figure 3-16 Modify an email address

4. Double-click on the email address you wish to change

s The Custodian Email Address dialog displays showing the current information

| Emall hddrese
e jones@legalthold. local

5. Change the email address and click OK
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Deleting an Email Address for a Custodian
To delete an email address for a custodian:

1. Find the custodian within the global custodian list
2. From the Legal Hold home page, click the Custodians tab
3. Double-click on the custodian’s name
s A list of email addresses associated with that custodian displays
4. Select the email address(es) you wish to delete
5. Click Delete

ASSOCIATING A CUSTODIAN WITH A CASE

There are two ways to associate a custodian with a case. You can either select an existing
custodian from the global custodians list or create a new custodian from within a case.

Selecting a Custodian for a Case from the Global Custodian List
To select a custodian for a case from the global custodians list:

1. Open the case
2. From the Legal Hold home page, click the Cases tab
3. Double-click on the desired case name

s A list of holds within that case displays
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Figure 3-18 Opening a case to add custodians

4. Open the Case Custodians tab

¢ The list of custodians in the case displays
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Figure 3-19 Click on the Case Custodians tab
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26 Cases and Custodians

5. Click Add Custodians
¢ The list of global custodians displays

Legal Hold
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Figure 3-20 Select the custodians to be added to the case

6. Select (blue-check) the custodians you wish to associate with the case and click OK

Creating a Custodian from Within a Case

To create a custodian from within a case:

1. Open the case
From the Legal Hold home page, click the Cases tab
Double-click on the desired case name

s A list of holds within that case displays (if any)
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Figure 3-21 Select the custodians to be added to the case

4. Open the Case Custodians tab

¢ The list of custodians in the case displays
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Figure 3-22 Click “New” to add a custodian to a case
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5. Click New
s The Custodian dialog displays

Middle nitials

Last lame

Warniog: Case custodians may not be modified once they have |
been created, Flease mare sure to carefully review all
information entered pnor to submission.

Figure 3-23 New Custodian dialog box
6. Fill in the fields

s The display name is required
7. Click OK

The custodian is saved as one of the custodians in the current case. It is also saved in the global
custodians list.

NOTE: Later versions of Legal Hold will have the ability to verify the SID (Security ID) of a
custodian to confirm he or she was the correct person responding to the Legal Hold.
This feature will not be available for custodians who are added manually instead of
through the Active Directory import function in ECC.
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28 Cases and Custodians

Finding a Custodian within a Case

If you later need to review the custodians in a case:
1. Open a case
2. From the Legal Hold home page, click the Cases tab
3. Double-click on the desired case name

» The breadcrumbs change to show that you are now in the selected case
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Figure 3-24 Open a case

4. Open the Case Custodians tab

¢ The list of custodians in the case displays

i Cade Custodisne: © Displsy Name - Verfigble ‘Fist Name: dmitials o bast Nstie | Frary Bl Addrese Cieatad

1 e dones . HEn Joneg hEnones@iegaiholdlocsl Mnﬂ, Ma:r o 2000 ll 5258 EAFAR7HACTABDTAESSARVEEARIRARCC)
1 Geoff Shillet Geoff Skiltat geoff.shillet@iegaiholdocal | Mon, Mar 08, 2008 11 . | A20DERBEALET0R44RADEDCADCDDYBEDS

U Larry Waller Larry Waller larrywaller@legathold.local | Mon, Mar 09, 2009 11:5

Jeff okt Jeff Bichutt jeff. i

4 Sharon Watkins Sharon Watking sharon,

. 2 F
Mon, ¥ar 09, 2000 1058139 ... | S0B4TA3BOBCAETAEE2621 D4EACADFYEE
Wton, Mar 09, 2008 11:58:53 ., B02697FFOADTECABOFEFIASDAREATADD.

Figure 3-25 Select the desired custodian

FILTERING YOUR INFORMATION

Every content pane in Legal Hold provides you with a filtering option to pare down a long list
into one that is more manageable. This may be very helpful when looking for custodians in a long

global custodians list. The filter hides rows in the table area of your window so that fewer items
are visible.

On the top-right side of the table pane are two buttons: Filter and Clear.

ﬁ@ﬁ.’l‘?IEQQF%@%?AS{HE?E?Fﬁf)%ﬁ?lg Tzer Z ﬂuﬁtﬂﬁlam
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e
.
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Figure 3-26 Filtering information
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To filter your information:
1. Click Filter
s The filter dialog displays

NOTE: The fields shown in the filter dialog are specific to the items you are
viewing.

Figure 3-27 Filter dialog box

o The filter dialog shows one entry field for every column in the table that is
available to be filtered. For example the Custodians tab filter dialog is shown in
Figure 3-27. It has one field for almost every column in the Custodians tab.

2. Type the terms you wish to see into the appropriate fields and click OK

o The table is filtered to include only those rows that contain the search terms in the
columns

o For example in the filter dialog shown above, typing “son” into display name
shows all names that contain the text string “son” such as:

—  John Johnson
- Jack Johnson
- But not Jack Jones

o For another example, in the filter dialog shown above, typing “ja” into first name
and “son” into last name shows all first names that contain the text string “ja”
and all last names that contain the text string “son” such as:

- Jack Johnson
-~ James Jameson
- But not:
= Jack Franklin (“ja” but not “son”

»  John Jameson (*son” but not “ja”)
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30 Cases and Custodians

s You can work with the filtered list in the same way as you would an unfiltered list
o Once a filter is in place, it is not removed until you clear it
3. Click the Filter button to reopen the dialog and display your current values
s You can modify the filter terms at any time

4. Click Clear to remove all filtering
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Notes

Copyright © 2011 Guidance Software, Inc. May not be copied or reproduced without the written permission of Guidance Software, Inc.

ED_002272_00000008-00037



32 Cases and Custodians

Notes
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Lesson 4

Creating a Hold

Prior to sending out a hold, you must first create the hold and its contents. You can create a new
hold from scratch or use an existing hold template from the Hold Library. All holds must have at
least one custodian in order to be sent.

The contents of a hold consist of a legal notification and one or more questions. These questions
will most likely be provided by your legal department dependent upon the nature of the case and
will be specific to your organization’s needs.

Before you can send a hold, you need to determine or gather the following information:
o The name you will use to refer to the hold
o The reply-to email address for the hold notification email
o The email subject line and body for the hold notification email
« A text body for the hold notification response web page
+ One or more questions for custodians to answer when they respond to the hold

o If any of the questions in a hold are multiple-choice questions, you must create a set
of answers for these questions as well

You can edit and modify any hold until the hold has been sent to a custodian. Once

the notification for a hold has been sent to a custodian (even if the custodian has not yet read the
email message or acknowledged the hold), the hold is locked and cannot be modified. This
ensures that future reports accurately characterize the communications with the custodian.

ADDING A NEW HOLD TO A CASE

There are two ways to add a hold to a case. You can either create a hold directly in the Hold
Library and add it to the case later or you can create a new hold directly inside a case.

Holds in the Hold Library can be reused in multiple cases and serve as a resource for future holds.
If you use a hold from the Hold Library in a case, that hold is copied into the case. This allows
you to use the same source hold for several cases simultaneously.

Changes to a hold in the Hold Library will not change the hold in your case.

Similarly changes you make to a hold in your case will not affect the source hold in the Hold
Library.
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34 Creating a Hold

Creating a Hold in the Hold Library
To add a hold to the Hold Library:

1. Go to the Hold Library
o From the Legal Hold home page, click the Hold Library tab

o The list of global holds displays

e

o e | s Gebdens | Reoly Togddess ; . | Gum ;
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Hotification for SEC v, MegaCorps, legak@enalhold. local Tier 4 custodians 1BB06AFSD00944R9F 107 10F4BCAEZDE
Motification for SEC v, MegaCorp: leqal@egalnold. local Tier 5 custodians FSIDB7304D 103440087 A7000002FF201

Figure 4-1 Click on the Hold Library tab

2. Click the New button
s The Hold dialog displays

Renly 1o Address

[ 1Waldare Custodians

Notes

Figure 4-2 Adding a new hold
3. Fill in the fields

¢ Name -~ The name of the hold

s Reply To Address — The email address from which the email will appear to be have
been sent when mailed
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» When Validate Custodians is checked, Legal Hold verifies the custodian’s identity
each time the custodian views the hold notification by prompting the custodian for
her user name and password

o Ifthe custodian credentials match those that were imported into Legal Hold from
Active Directory, the hold notice appears

o If the credentials do not match, an error message displays

o Custodians that were not imported using Active Directory are not prompted for
credentials even if Validate Custodians is checked

o Custodians are not prompted if their browser settings have automatic logon
enabled

s Notes — A free-form field for entering additional information about the hold
4. Click OK
s The hold is saved in the Global Hold Library

Once a hold is saved to the Hold Library, you can use it as a template for a hold in any other case.

Opening Hold in the Hold Library
To later open a hold in the Hold Library:

1. From the Legal Hold home page, click the Hold Library tab
e The list of global holds displays
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Motification for SEC v, MegaCorp! L i i Tier 5 custodians FEI0RTAD4D1C3A4B087 A700E0DZFF2D1

egal@legalhold.local

Figure 4-3 Opening a hold

2. Double-click on a hold to open it
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Adding an Existing Hold to a Case

To add an existing hold to a case:
1. Open the case
2. From the Legal Hold home page, click the Cases tab
3. Double-click on the case name

¢ You are now in the selected case
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Figure 4-4 Adding a hold to a case

4. Click Add Holds
s The Add Hold from Hold Library window displays
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Figure 4-5 Select the hold to add to a case

5. Select (blue-check) the hold you wish to add and click OK
s A copy of the hold is associated with the case

NOTE: Any changes you make to the hold in the Hold Library will not affect the
copy you have just associated with the case. This enables you to use the
same source hold for several cases simultaneously.
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Creating a New Hold from Within a Case
To create a new hold from within a case:

1. Open the case
2. From the Legal Hold home page, click the Cases tab
3. Double-click on the case name

s A list of holds in the case appears

s Rerdinder i Test Hold Emailg

Hatie : tocked = Walidate Custodians | Bchedule Repiinder | Response Reniindsr | Beply T addiess Hotes i : i ‘
sotification for SEC v, Megal... . e Hone lod@leaatbolo local | Tl 1 cistodinne : BMFMF%B%144995;2&6&%)3&1?2%

Hotification for SEC v Megall... Hone Hone eal | Tier 2 i GROD24LE DB 7FE! .
fication for SEC . MegaC... Hone Hone Jeah dincal  Tier3 i E21560C05FEB3A4CATICORRDTORIT,

Figure 4-6 Open a case to create a hold

4. Click New
s The Hold dialog displays

|Repy Toaddress

| [ valdate Custodins

Figure 4-7 New Hold dialog box

5. Fill in the fields
¢ Name — The name of the hold.

s Reply To Address — The email address from which the email will appear to have
been sent when mailed
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Creating a Hold

» When Validate Custodians is checked, Legal Hold verifies the custodian’s identity
each time the custodian views the hold notification by prompting the custodian for
her user name and password

]

If the custodian credentials match those that were imported into Legal Hold from
Active Directory, the hold notice appears

If the credentials do not match, an error message displays

Custodians that were not imported using Active Directory are not prompted for
credentials even if Validate Custodians is checked

Custodians are not prompted if their browser settings have automatic logon
enabled

s Notes — A free-form field for entering additional information about the hold

6. Click OK
s The hold is created and associated with the case; it is not saved in the global Hold
Library

Modifying the Name or Reply-To Address of a Hold

You can modify the name or reply-to address of a hold within the Hold Library or for an
individual case. To do so:

1. Go to the Hold Library
2. From the Legal Hold home page, click the Hold Library tab

e The list of global holds displays

Hotfcation fr SEC v Megaborn

iter ey
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Motification for SEC v. MegaCorp: legal@legalhold. local Tier 3 custodians FCCEDBFESERT2B4CAEDATIRDIGA3FIEZS
Hotification for SEC v, MegalCorp, legal@legalhold.local Tier 4 custodians 1BBIIEARSDOSOA489F 107 10F4BCHERDE
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Figure 4-8 View the Hold Library to edit a hold
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3. Select (blue-check) the hold you wish to edit
4. Click the Edit button
s The Hold dialog displays, showing the current information for the hold

SEC . MegaCorp Notfication 1

Reply To Address

1 Waldate Custodiare

Figure 4-9 Edit a hold

5. Change the fields as needed and click OK

s The changes are saved

To modify the name or reply-to address of a hold in a case:
1. Open the case
2. From the Legal Hold home page, click the Cases tab
3. Double-click on the case name

¢ You are now in the selected case
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Figure 4-10 Modify a hold from a case

4. Select the hold you wish to edit
5. Click the Edit button

s The Hold dialog displays, showing the current information for the hold
6. Change the fields as needed and click OK

s The changes are saved
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EXAMPLE NOTIFICATION

The content of your notification email will be unique to your case and organization, and you
should obtain the verbiage to be used from your legal department. The following is an example
of a legal hold notification and is not intended to be legal advice.

The email body can be used to give the custodians instructions to ensure their workstations and/or
notebooks are online and available for collection.

The notice text is the legal language for the web page to notify custodians of the litigation hold on
the ESI in their custody displayed above the list of questions for the hold.
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Email Subject Example
***BE ADVISED*** - Legal Hold Notification

Email Body Example

Please be advised that the Legal Department requires your assistance with respect to preserving
corporate information in a pending legal matter.

Electronically stored data in your possession or control is an important and irreplaceable source
of evidence in this matter. The lawsuit requires preservation of all information that may be
potentially relevant until a termination notice is sent from this department.

The information that is subject to the hold includes, but is not limited to, email and other
electronic communication, word processing documents, spreadsheets, databases, calendars,
telephone logs, contact information, Internet usage files, and network access information.

Employees must take every reasonable step to preserve this information until further notice from
the Legal Department. Therefore do not delete any documents from your computer until we have
completed preserving all potentially relevant documents and emails on your computer. Failure to
do so could result in extreme penalties against the Corporation. If this correspondence is in any
respect unclear, please contact [designated coordinator] at [phone number].

To facilitate this preservation obligation, starting at on , it is requested that
you keep your assigned computers in a powered-on state until a termination notice is sent from
this department. We will be scanning your computer and collecting potentially relevant
documents pursuant to this matter. Please confirm that your computer is connected to the
network by a network cable during this period. A wireless connection is not acceptable. You may
logout for security purposes when you are not at your workstation, but do not restart the computer
after that date! A connection loss for any reason will delay the completion of this litigation hold
and may require us to take physical possession of your computer to complete the collection.

Notice Text Example

Please be advised that the Office of General Counsel requires your assistance with respect to
preserving corporate information in the above-referenced matter. Electronically stored data is an
important and irreplaceable source of discovery and/or evidence in this matter.

The lawsuit requires preservation of all information from the Corporation’s computer systems,
removable electronic media, and other locations relating to this investigation. This includes, but is
not limited to, email and other electronic communication, word processing documents,
spreadsheets, databases, calendars, telephone logs, contact manager information, Internet usage
files, and network access information.

Employees must take every reasonable step to preserve this information until further notice from
the Office of General Counsel. Failure to do so could result in extreme penalties against the
Corporation. If this correspondence is in any respect unclear, please contact [designated
coordinator] at [phone number].
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CREATING NOTIFICATION LANGUAGE

You can create the email subject line, email body text, and notification text of a hold within the
Hold Library or for an individual case.

Working in the Hold Library
To create the email subject line, email body text, and notification text in the Hold Library:
1. Openup a hold in the Hold Library
2. From the Legal Hold home page, click the Hold Library tab
3. Double-click on the desired hold

e The breadcrumbs change to indicate you are now in the hold

Type

51 @ Ernail Su'bjed
/| Email Body
i3 [ notice Text

Figure 4-11 Create the notification text

4. Double-click on a row

s A Hold text box displays

Figure 4-12 Enter the email subject
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e Enter and format the desired text

o You can also copy and paste formatted text from Microsoft” Word into Legal
Hold

o Most formatting is preserved exactly, however, some formatting such as tables
and bullets may have to be slightly adjusted

5. Enter the subject for the email and click OK
NOTE: Email subjects cannot be formatted.

6. Repeat for the email body and the notice text

Modifying Email Subject Line, Body Text, or Notification Text
To modify email subject line, body text, or notification text of a hold within the Hold Library:

1. Openup a hold in the Hold Library
2. From the Legal Hold home page, click the Hold Library tab
3. Double-click on the hold name

s  You are now in the selected hold

2 Befresh i Filter . 97 clear
G2 ] Hotfication Text ; ~ , Yalue

mail Subject 777BE ADVISED™"" - Logal Hold Hotficaion
mail Body Flease be advised that the Office of General
otice Text Flemse be advised that the legal department r...

Figure 4-13 Modify notification language
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4. Double-click on the row you wish to change

s A Hold text box displays showing the current information, if any

Please be advised that the legal department requires your

assistance with respect to preserving corporate information
it & pending legal matter. Electronically stored data in vour
| possession or control is an mportant and irreplaceable
|| source of evidence in this matter. The lawsuit requires
|| preservation of all information that may be potentially
|| relevant until a termination notice is sent from this

P

Figure 4-14 Edit the notification text

5. Modify and reformat the desired text

s You can also copy and paste fully formatted text from Microsoft Word into Legal
Hold

s Most formatting is preserved exactly, however, some formatting such as tables and
bullets may have to be slightly adjusted.

NOTE: Email subjects cannot be formatted.
6. Enter in the desired text and click OK
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Working in the Case

To create the email subject line, body text, and notification text in a case:

1. Open the case
2. From the Legal Hold home page, click the Cases tab
3. Double-click on the case name

¢ You are now in the selected case

Sehedile Respioree % Test Hold Emiall PrEvisu

Home Locked - veldate Custadians.  Sehedule Reminder . Respones Reminder - Reply Tosddiess Hotes o0 = .

* Wotification for SEC v. Megat... . Hooe tone legal@legaibolt ozal Tier 1 custadians 30%01?4%@3244995&2(}630&8171(2
, (enzl

ton for SEC v, MegaC.., Hore Hone Thold docs Tier2

BEOLZ4T SOLDE7FE0B3E,

for SEC w. MegaC... tione Hong ‘ f foca Tier 3

E21S60CCSFBEIAGLATOCORBDTCFID

Figure 4-15 Create the notification text from a case

4. Double-click on the hold name

o The notification text options for that hold displays

Home: Coses | SECy WMuonCon. Holds |\ Nolification fo, 5EC v Megatoip 12 ot

Valug

Emait 'Suézjea ) ) “cpE ApviEDT Legal Hol Notiicaton

Ervait Body Please be advised that the Office of General ...

Flease be advised that the legal department ...

Figure 4-16 Create the notification text

5. Double-click on the Email Subject row
s A Hold text box displays
6. Enter in the email subject and click OK

7. Repeat for all rows to enter in the email body and notice text
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Modifying the Email Subject Line, Body Text, or Notification Text in a Case
You can modify the email subject line, body text, and notification text of a hold within an

individual case.
To modify email subject line, body text, or notification text of a hold within an individual case:

1. Open the case
2. From the Legal Hold home page, click the Cases tab

3. Double-click on the case name

¢ You are now in the selected case

e

i

it B Schetle Reminder S Schedile Response: 7 Tekt Bnid Email

DI Holds Home: ; Lovked: . walidate Cusiodians - Sehiedule Reminder . Resronds Rerinder - Renly To tddrese Wikes . GU .
1 “ Hotifigation for SEC v, Megat,.. .  Hong Hone legaldienslholdlocsl - Tier 1§ custodiang %Ammes%mwsuass&mmé;
did S Hotification for SEC w. Megat... Hone None 3 b Tier 2 BRODZALER 447 ASIIDEPFEORIE
e B ication for SEC v, MegaC.. Hone Hone [ Tier 3.custodia E2I5R0CCSFBE3ASCATOCORBOTCRID

7
.

Figure 4-17 Select the notification text to modify

4. Double-click on the hold name

The notification text options for that hold display

i ‘Vaéue

|7 7BE ADVISED? 7 | Ledal Hold Hobfication
Flease b advised that the Office of Genersl ...
Please be advised that the legal department ...

Tipe
31 [l Emal Subject

T T—-s

Figure 4-18 Modify the notification text

5. Double-click on the row you wish to change

s A Hold text box displays showing the current information, if any

6. Enter in the desired text and click OK
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CREATING QUESTIONS FOR CUSTODIANS

There are two ways to add a question to a hold. You can either create a question in the Question
Library and add it to a hold later, or you can create a new question from within a hold. You can
also reuse a question from an existing hold in the same case.

Questions in the Question Library can be reused in multiple cases. They can also be used in
multiple holds within a case.

Example Questions

The questions for your custodians will be unique to the case and to your environment focusing on
how custodians use and store ESI in their business operations. Below are some example
questions for a hold to custodians. They are not intended to be comprehensive nor serve as legal
advice.

1.

10.
11.

12.
13.

Have you read the Purpose and Scope of Litigation Hold (also referred YES/NO

to as Record Hold Order XX-XXX) in its entirety?

Do you understand the scope of the preservation obligations set forth YES/NO
above?

Do you understand the Corporation’s Records Retention Policy? YES/NO
Do you store documents on your desktop computer at work? YES/NO
Do you store documents on your laptop computer? YES/NO
Do you store documents on shared folders on servers? YES/NO
Do you store documents on email (including archived email, sent YES/NO
items, and deleted items)?

Do you store documents on external hard drives? YES/NO
Do you store documents on external media (such as USB flash YES/NO
drives)?

Do you store documents on optical media (CD/DVD)? YES/NO
Do you store documents on your Blackberry, cell phone, or other YES/NO

mobile device?

Do you store documents on personal equipment at home or elsewhere? YES/NO

Are there any other places you store documents related to the
Corporation?

Open-ended
question
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Creating a New Question in the Question Library

Once you have your questions in consultation from your Legal Department, you are ready to
create the questions in EnCase® Legal Hold. To create a new question in the Question Library:

1. Go to the Question Library

2. From the Legal Hold home page, click the Question Library tab

¢ The list of existing questions displays organized in folders

o8k Question Uibrary. | i Type !
 Have you read the Purpose sid Scope of LHL.. Wultiple Choice
Do you understand the scope of the preserv...

i, understand sCope
@4, Understand records retention policy
Store documents on desidop Do you store documents on your deskiop 0. Multip

Multiple Choice

B you understand Mothe'’s Records Retant] iple Choloe

i, store documents on laptop Dix you store documents on your laptop com... | Multiple Choice

i

e Choice
i
i

we Store documents on emal Do you store documents on E-mall (including... | Multiple Choice
U, Store documents on external drives Do you store documents on external hard dri..  Multiple Cholce :j
Store documents on external media Do you store documents on external media (... | Multiple Choice
Store documents on optical media Do you store documents on optical medis {C... | Multiple Choice
Store documents on mobile Do you store documents on your Blackberry, ... Multiple Cholce .

&, Store docurments on personal equipment Bo you store documents on personal equipm... | Multiple Cholce

Figure 4-19 Select the Question Library

3. Ifyou want to create a new folder for the question or questions you are creating, click the
New Folder button

s The New Folder dialog opens

Figure 4-20 Creating a new folder for questions
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4. Type the name of the new folder and click OK
s The new folder is created as a subfolder of the currently selected folder
5. To create a new question, click the New button

s The Create Question dialog appears

Do you store any data on your company deskiop
computer?

) open Ended

! ¥esig

| O seiect Al Apny

Cance!

Figure 4-21 Create Question dialog box

6. Fill in the fields:
s  Give the question a name
s Type the text of the question itself in the text box
s Select the question type

o Multiple Choice questions allow the custodian to pick one of several
preconfigured answers

o Open Ended questions provide the custodian with a way to answer in any way
they choose

o Yes/No questions allow the custodian to answer Yes or No

o Select All That Apply questions allow the custodian to select as many
preconfigured answers as they like

7. Click OK

s The new question is created and stored within the currently selected folder of the
Question Library
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8. Ifyou have created a multiple-choice question, double-click on the new question in the
Question Library window

¢ The Choices tab displays

HEr ) Clewr

Laptop
Hoblle Device
Flle Server
wternal Media CO-ROMs, DVDs, Flash drives, efc.

Figure 4-22 Choices tab

9. Click New
s The Choice dialog displays

Figure 4-23 Choice dialog box

10. Fill in the fields

s Give the choice a name

s Type the text of the choice itself in the text box

e  You can copy and paste fully formatted text from Microsoft Word into the text box
11. Click OK

s The new choice is now associated with the question in the Question Library
Once a question is saved in the Question Library, you can use it in as many holds as you want.
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Adding an Existing Question to a Hold

To add an existing question to a hold:
1. Go to a hold within your current case
2. From the Cases tab on the Legal Hold home page, double-click on the case name
s A list of holds in the case appears
3. Double-click on the hold name
4. Click the Hold Questions tab

s The list of existing questions, if any, displays

Legal Hold

Hotfication 1ext

Femove Cuestiong
Tent . Tyne . Disglay Grider
Have you read the Purpose and Scope of ... | BMultiple Choice

: 2 Wioke Down
Hold Questions’ Harie
; mﬂ Purpose and scope
‘ usd Understand scope Do you understand the scope of the prese.., | Multipte Choice

s Understand records retention policy | Do you understand Nothe's Records Rete.., | Multiple Choice
| Store documents ob deslion | Bo you store doclments on your deskiop . Multiple Chaice
4 Store documents on laptap Do you store documents on your laptop €. Multiple Choice

sl Stors documents on email

D yous store documents on E-mail (includ... | Multiple Choice

R

sl Store documents on external drives Do you store documents on external hard,.. | Multiple Choice

R ENE TR F IR RN

W Store documents on external media | Do you store docurnents on external medi... | Multiple Choice

Gy i

Figure 4-24 Hold Questions tab

5. Click Add Questions

¢ The Add Questions window displays showing the list of questions currently in the
case

Flter: 4F Clear

Y CRSR QRsting 5 : Namg - ol . : : ; Tipe .
] 'Purpase and écupe o o Hatification for SEc v; Megnioeg 1 Have yol tead tie Froose and Scons of Lit Wiltple Choice
il Understand scope Hotfication for SEC v, MegaCorg 1 O you understand the scope of the presery,.. | Multiple Choice

i) Understand records retertion poficy Matification for SEC v, MegaTorp.l Opyou understand Nothe's Records Rétentl Hultiple Thoice

uiad Store doruments on deskiop Motification for SEC v. MegaCorp 1 Do you store-documents on your deskiog co. tultiple Choire
Hotification for S5EC v, MegaCorp 1 Do you'store documents on your laptogcom... | Multiple Choice
Notification for SEC v. MegaCorp & Doyou store doctments on E-mall {including... | Multiple Cheice

wi Store documents on laptop

Store documents oo emzil

. sl Store documents on external drives Hetification for SEC v Megalorp 1 Do you store documents on external hard dri.. | Multiple Cholce
- il Stove dernit medis for BEC v Megatorp 1 Do you store documents on external medis (L. | Mudtiple Choice
sl Purpose and scope Hetification for SEC v, MegaCorp 1713 Higve you read the Purpose and Scope of Uth., | Mulliple Chaice
i Understand scope vatification for SEC v, Megalorp 1 {1} Do you understand the scope of the preserv... | Mulfiple Choice
tnderstand records ratention policy Wotification for SEC v, MegaCorp 141} O you wnderstand Notde's Records Retentl... | Mulliple Choice

Store or desidop dor for SEC v, MegaCorp 1 {1} Dy you store ducuments on your deshinp co... | Mulliple Choice
Store on laptop Hication for SEC v MegaCorp 1 {1} Da you store dotuments on your laptop.cont.,. | Multiple Choice
Store docurments on emait Hotfication for SEC v, MegaCorp 1 (1} Do you store documents on E-mall Oncluding... | Multiple Choice
Store documents on external driveg Hofification for SEC v, MegaCorp 1{1} Do you stove documents on sdernal hard di Muttipe Choice
Store documents on exdernal media Hotification for SEC v, Megatorp 1 (1) Do you &tore documents an external media (.. | Multiple Cholce
i Store documents on optical media Motification for SEC v, MegaCorp 1 1) D you store documents. on optical media (... | Multiple Choice
i Store dorurnents on mobile Wotification for SEC v. MegaCorp 1 {1} Do you store documents on your Blackberry, ... | Multiple Choice
i Stare an personal equl i for BEC v, MegaCorp 1 {17 Do o store docments on personal 2w wudtiple Chiice
Purpose and stope Hetification for SEC v MegaCorp 3 {1} Have you resd the Purpese and Scope of Litl wultiple Cheice
il Understend scope tification for 580 v, MegaCorp 3 {1} Do you the scope of the preserv., | Multiple Chaice
«ifl Understand records retention policy Wotification for SEC v, MegaCorp 3 (1} Do youunderstond Hotie's Records Retent] Muitiple Choice
434 Store dotuments on deskiop ification for SEC W, MegaCarp 3 (13 C you store documents on your deskiop oo, Hdtiple Choice

Store documents on laptop riotification for SEC v, MegaCorp 3 {1}

Do you store documents on your iaptop. cony, Multiple Cholfce

Figure 4-25 Case Questions
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6. Click the Question Library tab to see a list of questions in the Question Library

Remorr l0R W Pance)

o st ke

Mg
Purpese and scope
Understand scope

Have vou rend the Puringe and Stoge ot
Do you understand the scope of the prese:

ilter 4 Claal
. Type
Wigtiple Choice
Multiphe Chice

Understand records retention policy

Bo you understand totMe's Records Retent

Multiple Choice

Creating a Hold

Store documents en deskiop
Stare documents on laptop
Store documents on emall

Multiple Choire
wultiple Cholce
Multiple Choice
Multiple Choice
tultiple Choice
uitiple Choice:
rultiple Cheice
Multiple Choice

Bo you store docurments on your desktop ...
Bo you store documents on your laptop com..
0o you store documents on E-mail {including,
Do you store documents on external hard dri..

Store documents on external drives

Store documents on external media
Stare dacurments on optical media
b Store documents en rmobile

Do you store documents on exterral media (...
Do you stiee documents on optical media (C..
Dix you store documents on your Blackberry, ..
Do you store documents on personal equipm...

Store documents an personat

Figure 4-26 Question Library

7. Select (blue-check) the question(s) you wish to add and click OK

s The selected questions are added to the currently active hold

Creating a New Question from Within a Hold

You can also create a new question from within a hold:
1. Go to a hold within your current case
2. From the Cases tab on the Legal Hold home page, double-click on the case name
s A list of holds in the case appears
3. Double-click on the hold name
4. Click the Hold Questions tab

o The list of existing questions, if any, displays

.

PEiEr Y Clar)
Displaytider

i Hold Guestions Hams: Tt : Tupe

o Purpose snd scops Have you read the Purpose and Scope of . | Multiple Choice o
2w Understand scope Te you understand the scope of the prese... | Multiple Choice o
E P Understand records retention policy : Do you understand MotMe's Records Rete.., | Multiple Cholce o
4 L Siore docuiments on deshiop D you store dociments on your desking . MUliple Choiee o
5 il Store docurnents on laptop Do you store docurents on your faptop c... ' Muttiple Cholce o
5 up Store documents on arosit Do you store documents on E-mail {indud... | Multiple Cholce o
7 ' bl Store docurments on external drives | Do you store docurents on external hard... | Multiple Choice o
& o

Wi Stove documents on external media Do you store docurments on external medi.. | Multiple Choice

Figure 4-27 Hold Questions tab
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5. Click the New button

s The Create Question dialog appears

£ Muttile Choice
Ciopen Ended

Srveoe

0 select Al That Apply

Figure 4-28 Create Question dialog box

6. Fill in the fields
s  Give the question a name.
s Type the text of the question itself in the text box
o You can copy and paste formatted text from Microsoft Word into Legal Hold

o Most formatting is preserved exactly, however, some formatting such as tables
and bullets may have to be slightly adjusted

s Select the question type.

o Multiple Choice questions allow the custodian to pick one of several
preconfigured answers

o Open Ended questions provide the custodian with a way to answer in any way
they choose

o Yes/No questions allow the custodian to answer Yes or No

o Select All That Apply questions allow the custodian to select as many
preconfigured answers as they like

7. Click OK

s The new question is created and associated with the case
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8. Ifyou have created a multiple-choice question, double-click on the new question in the
Hold Questions tab

s The Choices window appears

Laptop
Mobile Device

Fle Gerver

Exterral Media CO-ROME, DV, Flash drives, et

Figure 4-29 Question Choices

9. Click New
s The Choice dialog displays

oK E tCance!E
Figure 4-30 Choice dialog box
10. Fill in the fields
e Give the choice a name

s Type the text of the choice itself in the text box

e You can copy and paste fully formatted text from Microsoft Word into the text box
11. Click OK

s The new choice is now associated with the question
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MODIFYING QUESTIONS

There are two ways to change questions: from within the Question Library and from within the
hold itself.

Modifying a Question in the Question Library

To modify a question in the Question Library:
1. Go to the Question Library
2. From the Legal Hold home page, click the Question Library tab

¢ The list of existing questions displays organized in folders

i £ Clear
o LuESHON Libtany

Pu‘q‘sa:ls:e‘z‘xnd scaws ' N Have ’}m‘ ?éad thé Pdmose ahd $copé uf L. ‘thip!e Choi%:e .

o, Understand SCOPE Do you understand the scope of the presery...  Multiple Choices

Understand records retention policy Dy you understand Mothe's Records Retenti... | Multiple Choice

’ Store docurments on deskiop Do vou store docurnents on your desktop oo...
’ i Store documents on laptop Ui you store documents on your lsptop com... | Multiple Choice
Store docurnents on emall D you store d on E-mait {(includin Multiple Choice

ultiple Cholce

Store documents on exdernal drives Do you store documents on external hard dri...  Moltiple Cholce

Store docunients on external media Do you store documents on exernal media (... - Multiple Cholce

Store docurvents on optical redia Dir you store documents on opticel media £C.. Multiple Cholce

Store documents on mobile Do you store docurments on your Blackberry, ... Multiple Cholcs

111 &k store documents on personal o Do you store docurments on personal equiprm... - Multiple Cholce

Figure 4-31 Question Library

3. Ifyou wish to edit the question itself, select the question you wish to modify and click
Edit

s The Edit Question dialog appears

i CHbIRes T e Folder: eriane Folder K Dilate Fhlder Fliber @ clear

. Hame Fok . Tye a

[ 4 Purpose and siope Have you read the Purpose and Stope of Liigation ... | Multiple Choice E;
4, understand scope  Dpivod understond the scope of the preservalion abil Multiple Choice ‘g
&3, understand records retertion policy derstand . 4 o0t Policy?  Multile Cholce

(4 store documents on deghiop

L, store douments on laptop

4 store documents on amail

. (B stare documents on externsl drives
1L, store documents on external media

L store or optical meda
k4 store docusnents on robile
&4, store on pérsonal

Do you unds d the scope of the p

obligations set forth above?

Figure 4-32 Edit the question
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4. Modify the text as needed and click OK
s The changes are saved

NOTE: You cannot change the type of a question (for example, from multiple
choice to open ended).

5. Ifyou want to change the choices for a Yes/No, Multiple Choice, or Select All that Apply
question, double-click on the question in the Question Library window

s The Choices window displays

©OFlter clear

Laptop
Mobile Device
File Server
CO-ROMs, DVDs, Flash drives, etc,

weernal Media

Figure 4-33 Question Choices

6. Select the choice you wish to modify and click Edit
o The Choice dialog displays

Name
Mot Applicatile

ot Applicable]

Figure 4-34 Edit the Choice

7. Modify the text as needed and click OK

s The changes are saved
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Modifying a Question from Within a Hold

To modify a question from within a hold:
1. Go to a hold within your current case
2. From the Cases tab on the Legal Hold home page, double-click on the case name
s A list of holds in the case appears
3. Double-click on the hold name

4. Click the Hold Questions tab

¢ The list of existing questions displays

Type Bisplay Order
i) Purpuse srd scope Have you read the Purpose and Scope of ... | Multiple Chiolce
il Understand scope Do you understand the scape of the prese... | Multiple Choice
W Understand records retention policy Do you understand NotMe's Records Re fuitiple Choice
ie Store ducuiments on deskip Hoyou store decuimants b ol deslaap o Mltinla Chioide
. wl Store docurnents on laptop Do you store documents on your teptep c.. | Multipls Choice
Wil Store documents on arosit Do you store documents on E-mail {includ... | Muttiple Choice
' bl Store docurments on external drives | Do you store docurments on exterral ha wudtiple Chaice
rwdtiple Choice

4 Store documents on external media | Do you store documents on external medi..

Figure 4-35 Hold Questions tab

5. Select the question you wish to modify and click Edit

e The Edit Question dialog displays

% Remove Queshions’: 42 WMove Up 2 Wiole Down.

~ Hane Tet e Display o

s Linderstand racords retention policy D0 you undersiand HotMe's Records Retenti,,, | Multiple Choice

sk scope B yois ondeestand the scope of the prasen.. . Mltiple Chuioe
55 Purposs and scope

4 Srore documents or desktop

45 Store documents on laptop

¥ Store docurnents on email

sl Store documents on external d

4 Stare doturnents on exiernal ol T

s asein @aa

Do you understand the scope of the preservation
abligations set forth abeve?

Eﬁ] Cancel

Figure 4-36 Edit the question

6. Modify the fields as needed and click OK

s The changes are saved
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